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1 Introduction

1.1 Overview

The function that Escrow Payment provides is, the third-party (Alipay)
guarantees the buyer can receive goods and seller can get the money. The
procedure is: “Buyer Pay’-> “Seller Send Goods™-> “Buyer Confirm Goods”->
“Seller Confirm Money”.

1.2 Reader

This document is meant for web developer, maintenance staff and manager with
substantial website development capability, who understands not only at least
one of following programming language, ASP, PHP, JAVA and ASP.net, but also
the SQL database language.

1.3 Glossary

Figure 1-1 Glossary of Terms

Term Description

The third-party (Alipay) guarantees the buyer can receive goods and seller can get
Escrow Payment the money. The procedure is: “Buyer Pay”-> “Seller Send Goods”-> “Buyer Confirm
Goods”-> “Seller Confirm Money”.

The Website Synchronous Redirect Mode. Under this mode, after the buyer finish
Return the payment, the Alipay website redirects back to the partner website and returns
the result data to partner synchronously and automatically.

The Server Asynchronous Response Mode. Under this mode, after the trade status
Notify changes, the Alipay server posts the notification to the partner server
asynchronously and initiatively.

Red Envelopes Alipay Red Envelopes containing cash which can be used in some transaction.

Alipay cartoon connects user account with bank cards, transfer funds without

Cartoon opening online banking, and enjoy Alipay “Examine Before Payment” grantee.

Request The process of transmitting data using HTTP protocol.

Alipay.com Version: 1.0 page 4
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1.4 Technical Service

When developing or using Alipay API, if any problem or question occurs, click

this URL and fill out the form, submit it and Alipay Tech staff will contact you and
solve the problem.

https://b.alipay.com/support/helperApply.htm?action=supportHome

o Alipay APl integration Forum:
http://club.alipay.com/thread.php?fid=703

In this forum, you may download information, search for solution, or post for help.

. Customer Hotline: 0571-88158090

2 Function Demo

2.1 With Alipay account

Step 1: Choose an item and make the payment in Alipay system.

(1) Choose an item, and click the button Buy Now (<37.E[i4>) as Figure 2-1
shows.

2GREE
S 1116

R ¥aesen

et ¥ 328,00
WY 6560

MEg@E: |1 | . (B0

-

AL EI W= UIPNCE RS WIREEE T 5

Figure 2-1 Select Item

(2) Select Alipay Escrow Payment, click the button (<f#fiATGi%, TiJ ¥>)to
confirm, check Figure 2-2:

Alipay.com Version: 1.0 page 5
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E2EVEE Y
OZHEBRES E
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Figure 2-2 Select Alipay Escrow Payment

(3) Order confirmed, click the button Pay Now (<37.%/|{}#>) as Figure 2-3

shows.
ST =) R =
i PRS- 20110105154925 =i
EEIR

¥ 338.00

EERT - SHERRTSR
IR E M A

Figure 2-3 Confirm the order and pay

Step 2: Go to the Alipay Cashier (4 %) Login Page

e  Select a logistics method as Figure 2-4 shows. Fill the account (325 /) and
password (3Zf#:13) in the textboxes respectively, then click Go To Alipay button
(<HEN A5 >) to continue.

Alipay.com Version: 1.0 page 6
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AREE:

AP &H: EEEE
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Figure 2-4 Alipay Escrow Payment Page

Step 3: Enter to the Alipay Cashier ({2 5) and input payment password to pay.

. With default delivery address, the cashier page is like what Figure 2-5.
1. BARSRER 2. REHE »2. RFAE, XEEHMIE 4. XTEERERR
PAECEET]

[ ¢, PR =]
TTEHRS: 2011010, F8

—/— 338.00x

s EEE
it
wEwE: Bran 4 e

EREMTER,HTEEM 338.00 .
Fo5 N R T RS SR

s |
MBS EEEREERER  ETNET 38" FEAREE , RS R
[ Eesmenn | [ Exscoun

SAREEAL R, BB B+ T e
BT LaINE st
BITHE o o) BERE ke

Figure 2-5 Alipay Cashier page (Alipay Direct Payment)

Without default delivery address, access the Alipay Escrow Payment detail page

and click the Pay button (<f#>). (Check the Figure 2-6) Then access a new page
to add the delivery address as Figure 2-7 shows.

Alipay.com Version: 1.0 page 7
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» IDREREREU SRR IR FERNA .

FHME  iFE o K 23 48 59 5 48 BH

=S BT T e e =
ITEEHS 1 20110105154925
328.00 1 +10.00 =338.00
B ()
ik CREE el
wrEe: I =55H 85
. T EE] HEEE T TR E]
EfER :
2011.01.06 15:05:59
e
Figure 2-6 Alipay Escrow Payment detail page
WIAEHBERER sreange <EH
7 T8RS 1 20110105154925
= W 20110106 12:07:22 355.%—'1:52011010600117504 338.00
FHEEIE 1 328,00 (261« 1 8) + 10,00 (H%)
TR 1 2GREE
aaiER N = = 2
ERiAN S bk
- IEFIERE A BHE
- FRERIE B EET A SR, KN, st e e AR, EESITEETRNE.
+ RN RS AL “105 SRERAEEE 15DeeeEE2d  ECTHIAE
D ci0108  eRacanes 1Saseasee  EETHUE
O Fmsftbit
Figure 2-7 Add the delivery address
Step 4: Finish Payment Process
page 8
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Figure 2-8 Payment Process Finish

Step 5: Redirect back to partner website

Return_url parameter is passed to Alipay, which has been involved in the request
during request construction. When request is processed, Alipay will go to a

payment success page and soon redirect back to partner website included in
return_url.

2.2 Without Alipay account

Step 1: Choose an item and make the payment in Alipay system.

(4) Choose an item, and click the button Buy Now (<3714 3>) as Figure 2-1
shows.

2GREE
#2116
» Thipth @ ¥aesen

* 51 ¥ 328,00
o T ¥A5.60

mEEmE: |1 | (EFe0)
k] P\ IPNEE RS o i

Figure 2-9 Select Item
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(5) Select Alipay Escrow Payment, click the button (<HfiihJci%, FITH>)to
confirm, check Figure 2-2:

Tt
OEHEERESD & SHE
COHETEN T A ARG RICE, » 15E T 2 EARE R B2 i or = T Ea P F ST 13
O FfFRcft IORERITTE R O R RsE A AT, AT LLER IR T I
| SE L TT
AR a5 HEHHE HEHE & At
2GREE u] ¥ 328.00 ¥ 328.00 1 ¥ 328.00

HmELE:  ¥328.00
ExEM:  yio000
g : [V+¥0.00 BBk

TEESH.  ¥Y338.00

Figure 2-10 Select Alipay Escrow Payment

(6) Order confirmed, click the button Pay Now (<37.%|{}#>) as Figure 2-3

shows.
IELRIHE
il PRS- 20110105154925 HE2
EEHE

¥ 338.00

EERT : SHERRTS
IEEE M A

Figure 2-11 Confirm the order and pay

Step 2: Go to the Alipay Cashier (/{42 &) Login Page

o Select a logistics method as Figure 2-12 shows. Fill the email address or telephone
number (Email i1t 5% F 415 f5) in the textbox of Pay Without Alipay Account (371}
HR T AETATES B AL, then click button Next (<R —35>) directly to continue.

Alipay.com Version: 1.0 page 10
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Figure 2-12 Alipay Escrow Payment Page

Step 3: Enter to the Alipay Cashier (I#£%) and accomplish the payment through other

channels.

. Check Figure 2-13.
1 WSR2, HEEEME -1 BRELE SRR 4 HHENTGRET

iTBET e iTasHE
TTERS. 2011010, L /] 338.00x

i =kr -
AEAFEA: 0.00 % HKPRIE

@ EEE PR R, EERERA TR, B
BAHAEMAL A% EEF =+ R HEF EARA
IR TATRUS

O MEmEms

c ME BB
Ll e

(O

A R

aranRaran ank ZREAAG
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e Hangzhes Baris

@ xERT
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QrERuELRG
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G Iusg

@+azhan &
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O
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O O
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smaawn £ o @080

EkR

Figure 2-13 Alipay Cashier page (none Alipay payment channel)

Step 4: Finish Payment Process

Alipay.com Version: 1.0 page 11
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Figure 2-9 Payment Process Finish

Step 5: Redirect back to partner website

Return_url parameter is passed to Alipay, which has been involved in the request
during request construction. When request is processed, Alipay will go to a
payment success page and soon redirect back to partner website included in
return_url.

3 Interaction Mode

1: Construct request data

2: Send request data

4: Return response data

3: Deal with the request

5: Deal with the response

Alipay.com Version: 1.0 page 12



ESCROW PAYMENT API SPECIFICATION ITIE

Figure 3-1 Request/Response Interaction Mode

(1) Construct Request Data

Partner, based on Alipay API specification, generate a data set and the signature
through programming.

(2) Send Request Data

Send data set to Alipay system through the way of page re-direction or posting
form.

(3) Alipay deal with the request

When receiving the data set, Alipay perform a set of security validation before
dealing with these data.

(4) Return response data
Alipay will response the processed data to partner in the following two manners:

® The program reconstructs the URL link automatically, then the buyer
current page redirects automatically and synchronously to the partner
pre-set URL address with response data(Parameter name: return_url,
if partner does not set it, this operation will be ignored.).

® Alipay server posts the notification to the partner server
asynchronously and initiatively (Parameter name: notify_url, if partner
does not set it, this operation will be ignored.)

(5) Partner deal with the response
After partner receive the response data from return page (the parameter

return_url identified) or notify page (the parameter notify_url identified), its own
business logic (i.e. acquire token, order update) can be continued.

4 Request Parameters Description
4.1 Definition

Request parameters are sent to Alipay for data transmission, which can help
Alipay to carryout data processing.

Alipay.com Version: 1.0 page 13
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4.2 List of Parameters

Parameter

Parameter

Figure 4-1 Request Parameters Description

Description

Optional

Example

Basic Parameters

create_direct
service APl Name String APl name N _pay_by_use
r
A unique partner ID to identify a
String( | contracted Alipay Account. 20881010119
partner Partner ID . . N
16) A 16 digit number starts with 13539
2088
_input_chars | Encode . The charset on partner website
et Charset String like utf-8. gbk. gb2312 etc. N gbk
sign_type Sign Type String DSA, RSA or MD5, capital letter N MD5
e 7d314d22efb
sign Sign String Ze fgrrittrcl)mCihapter 8 "Signature N a4f336fb1876
9 97793b9d2
String( The URL for receiving gﬁga/;/ar?éttlzi[n
notify_url Notify URL Asynchronous Notification from Y . .
190) . terface/receiv
Alipay server.
e_return.htm
The URL the partner set, which http://api.test.
. the Alipay page redirects to alipay.net/atin
return_url Return URL String after the trade, it provides the Y terface/receiv
result data synchronously. e_return.htm
Business Parameters
out trade no Out Trade String( | A unique number to identify a N 68431922806
- - Number 64) transaction in partner system 47118
. . String( | Goods name/trade name/order
ERbIEEE S 256) name/order key words etc. A e
payment_typ | Payment String( | Value range refer to appendix N 1
e Type 4) Chapter 11.3 “Payment Type”
logistics ¢ Loaisti First logistics type
ogistics ogistics .
e g gt Tyge String | Refer to Chapter 11.4 “Logistics N POST
Type”

Alipay.com Version: 1.0
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Parameter eSS Description Optional Example
Name
First logistics fee
. Logistics . Unit: RMB Yuan, accurate to
logistics_fee Fee String two decimal places. N 10
Default value is 0.
logistics_pa Logistics First logistics payment type
yment Payment String | Refer to Chapter 11.5 “Logistics N BUYER_PAY
Type Payment Type”
Numb Unit: RMB Yuan. Value Range
price Price er [0.01, 100000000.00], accurate N 10.00
to two decimal places.
guantity Quantity l(;lrumb Goods quantity. N 1
. At least one of seller_id, .
seller_email Seller Email it)r(l)r)wg( seller_account_name and N a@"gﬁg;;itgé
seller_email must be set. ’
. n String( - tstableO1@ali
buyer_email Buyer Email 100) Buyer Alipay Account Y pay.com
A unique partner ID to identify a
seller id Seller ID String( | contracted Alipay Account. v 20880020070
- 16) A 16 digit number starts with 18966
2088
A unique buyer ID to identify a
) String( | contracted Alipay Account. 20880020070
buyer_id Buyer ID Y
Ve 4 16) A 16 digit number starts with 18955
2088
Sell Partner Account Name
eller . .
seller_accou | - int String( | Partner Information Priority: v tstableO2@ali
nt_name Name 100) seller_id>seller_account_name pay.com
>seller_email
5 Buyer Account Name
uyer : .
buyer_accou Acé,ount String( | Buyer Information Priority: v tstable03@ali
nt_name Name 100) buyer_id>buyer_account_name pay.com
>buyer_email
Alipay.com Version: 1.0 page 15
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Parameter PRI | e Description Optional Example
INETGE ength)
Total Amount of the
Numb transaction, Unit: RMB Yuan.
total_fee Total Fee erum Value Range [0.01, Y 100
100000000.00], accurate to two
decimal places.
Detail description about a Gundam
bod Bod String( | transaction, if there are multiple v MK,
Yy y 1000) items involved, accumulate Miniature
together into body. e
http://www.36
String( | The hyperlink for goods show Obuy.com/pro
show_url Show URL 400) on the cashier page. Y duct/113714.
html
Alipay system makes the total
fee plus discount, when there is
discount, the value must be
discount Discount l(;lrumb BN Y 0.00
Unit: RMB Yuan, accurate to
two decimal places.
Default value is 0.00.
receive_nam | Receiver's String( Receiver Name v Rick
e Name 128) ' y
receive_addr | Receiver's String( Receiver's Address v l?lt;v??gruke,
ess Address 256) ’ )
City
. . Receiver's String( —
receive_zip Post Code 20) Receiver’s Post Code. Y 123456
receive_pho REEETS String(
— Phone Receiver's Phone Number. Y 02161686888
ne Number £t

Alipay.com Version: 1.0
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Parameter eSS Description Optional Example
Name
Receiver’s
_recelve_mob Mobile String Receiver's Mobile Phone v 13800000000
ile Phone Number.
Number
logistics_ty Logisti Second logistics type
ogistics_typ ogistics . o
el Type 1 String 135:)3' to Chapter 11.4 “Logistics Y EMS
Second logistics fee
logistics_fee Logistics . Unit: RMB Yuan, accurate to
1 Fee 1 String two decimal places. Y 6
Default value is 0.
logistics_pay Logistics . Second logistics payment type
ment 1 Payment String | Refer to Chapter 11.5 “Logistics Y BUYER_PAY
- Type 1 Payment Type”
logistics t Loqisti Third logistics type
ogistics_typ ogistics ) o
e 2 Type 2 String 135:)3’ to Chapter 11.4 “Logistics Y POST
First logistics fee
logistics_fee Logistics " Unit: RMB Yuan, accurate to
2 Fee 2 Sy two decimal places. Y 9
Default value is 0.
logistics_pay Logistics . Second logistics payment type
ment 2 Payment String Refer to Chapter 11.5 “Logistics Y BUYER_PAY
- Type 2 Payment Type”
The valid period of refund in
case of (seller) no sending
goods in time.
(Seller) No
Sending
t s_send_1 Goods In String Unit: d. Y 7d
Time, Allow
Refiund
If partner set the parameter
it_b_pay, this parameter must
not be set.
Alipay.com Version: 1.0 page 17




ESCROW PAYMENT API SPECIFICATION IFE

Parameter Type(l

Parameter INT ength) Description Optional Example
The valid period of refund in
case of (seller) no sending
(Seller) No goods in time.
Sending
t s send_2 $.OOdS In String Unit: d. Y 7d
ime,
Suggest
Refiund If partner set the parameter
it_b_pay, this parameter must
not be set.
The valid period that the trade
(Buyer) No is finished automatically in case
Confirming of (buyer) no confirming
Received received goods in time.
Goods In
Time, i
t_b_rec_post m String Unit: d. Y 7d
Finish
Trade
Automatical If partner set the parameter
ly (Post) it_b_pay, this parameter must
not be set.
Set time limit for an unfinished
transaction, if expired, the
transaction will be closed
automatically.
Value Range: 1m~15d
m: minute, h: hour, d: day, 1c:
. : current day (no matter when the
it b_pay E;:T[:gatlon g)trlng( transaction is created, will be Y 1h
closed on 24:00 that day)
The value should be an integer.
For instance, 1.5h is not valid,
should be replaced by 90m.
Please contact technical
support if you want to set
expiration time.
201103290c9
String( | With Express Login API, it must f9f2c03db426
token Token 40) be set. Without, not be set. Y 7a4c8elbfe3
adfd52

Alipay.com Version: 1.0 page 18
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A Note:

Please sign each request according to Chapter 8 “Signature Algoritems”, only
signed request will be processed by Alipay.com;

No more than 3 groups of logistics information is sent. The first logistics
information is not optional and every group includes three data of logistics
information (logistics_type. logistics_fee. logistics _payment). First group
determines second group, secound group determines third group. The logistics
type of each every group must not be the same. By this way, multi-options of
logisitcs methods are provided for buyers.

4.3 Example

https://mapi.alipay.com/gateway.do?body=nokia+n8&logistics type=EMS&Ioqist
ics_fee=10&subject=nokia+n8&sign_type=MD5&receive address=%C9%CF%B
A%A3%C6%D5%CD%D3%C7%F8&receive _name=%CB%D5%CB%CC&recei
ve phone=02161686888&out trade no=3700918952085934&logistics fee 1=1
&buyer account_name=zhoubo buyer%40alitest.com&logistics fee 2=12&loqi
stics type 1=EMS&logistics type 2=POST&buyer email=zhoubo buyer%40ali
test.com&t b rec post=7d&total fee=3000&guantity=1&partner=20880020070
18916&notify url=http%3A%2F%2F10.2.4.200%3A88%2F&t s send 1=7d&ag
ent=2088002007018916&t b _pay=7d&t s send 2=7d&discount=-3&return_url
=http%3A%2F%2F10.2.4.200%3A88%2F atinterface%2Freceive Return.htmé&si
gn=5bf3f7c3b5398b5e177a2537922b74c2&price=3003&seller_account _name=
zhoubo_seller%40alitest.com&service=create partner_trade by buyer&receive
mobile=13816843057&logistics_payment 1=BUYER_PAY&logistics _payment
2=BUYER_ PAY&seller_email=zhoubo seller%40alitest.com&receive zip=200
062&logistics payment=BUYER PAY&payment type=1

L Notice:

This Example is for your referene only, Alipay gateway
is https://mapi.alipay.com/gateway.do
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5 Synchronous Response Parameters

Description

5.1 Definition

After Alipay finish processing request data, it will notify partner website by
posting response data by the way of redirection. The response data of such
procedure are these response parameters.

5.2 List of Parameters

Figure 5-1 Synchronous Response Parameters Description
|
Paramet Parameter
er Name

Type(l
ength)

Description

Optional Example

Basic Parameters
Indicate whether the API has
. Success String( | been called successfully, it
IS_SUCCESS | mark 1) does not indicate the result of N T
business
sign_type Sign Type String DSA, RSA or MD5, capital letter N MD5
. 7d314d22efbad
sign Sign String iffgﬁttﬁm(ihapter 8 "Signature N 13361b1876977
g 930902
A unique partner ID to identify a
i contracted Alipay Account.
partner Partner ID String( € pay : N 208810101191
16) A 16 digit number starts with 3539
2088
Encode . The charset on partner website
charset Charset String like utf-8. gbk. gb2312 etc. N gbk
Business Parameters
RgPNCoPT3K9
%2Fvwbh31%2
Alipay Notify ID, partner may BODmMZS904q
notify_id Notify 1D String use this ID to verify the request N ChHwPWbaS7
is valid or not. UMBJpUnBJizg
42y9A8gQIzU6
m3fOhG
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|
Paramet Parameter Type(l

or N ength) Description Optional Example
Notify Type wade stat
. . . rade_status_s
notify_type | Notify Type | String | |ndicates the trade status N ync -
changes.

Notify Time (Alipay showed

time) 2008-10-23
notify time Notify Time Date N
m- y Format: yyyy-MM-dd 13:17:39
HH:mm:ss.

Subject’s title, trade name,

subject Subject String order title, order key name. N Glove
trade no Trade String( | The unique trade number in N 200810230321

- Number 16) Alipay system 0710

Numb Unit: RMB Yuan. Value Range
price Price er [0.01, 100000000.00], accurate N 10.00
to two decimal places.

. . Numb :
quantity Quantity er Goods quantity. N 1
seller_emai String( e alipay-test01@

| Seller Email 100) seller_account_name and N

: alipay.com
seller_email must be set. pay

buyer_ema String( tstable01@alip

i Buyer Email 100) Buyer Alipay Account N ay.com
A unique partner ID to identify a
i contracted Alipay Account.
seller_id Seller ID String( € pay : N 208800200701
16) A 16 digit number starts with 8966
2088
A unique buyer ID to identify a
i contracted Alipay Account.
buyer _id Buyer ID String( e pay : N 208800200701
16) A 16 digit number starts with 8955
2088
Alipay system makes the total
fee plus discount, when there is
discount, the value must be
discount Discount Zrumb negative. N 0.00

Unit: RMB Yuan, accurate to
two decimal places.

Default value is 0.
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E

FEIEEE | FETESIES Description Optional Example
er Name
Total Amount of the
Numb transaction, Unit: RMB Yuan.
total_fee Total Fee erum Value Range [0.01, N 100
100000000.00], accurate to two
decimal places.
The status of this transaction. WAIT SELLER
trade_statu | Trade " =
s Status String | Please refer to Chapter 11.6 N _SEND_GOOD
“Transaction Status” S
is_total_fe Is Total Fee . .
e_adjust Adjust String Is total fee adjusted N N
use_coup Use String Whethe( coupon is used in N N
on Coupon transaction
out_trade Out Trade String( | A unique number to identify a v 684319228064
_ho Number 64) transaction in partner system 7118
Detail description about a Gundam MKII,
String( | transaction, if there are multiple -
body Body 1000) items involved, accumulate v Al
together into body. Bracelet
Value range refer to appendix
payment_t | Payment String( | Chapter 11.3 “Payment Type” v 1
ype Type 4) Default Value: 1 (purchase
commaodity)
logistics t Looisti First logistics type
ogistics ogistics .
SR T < String | Refer to Chapter 11.4 “Logistics Y POST
ype ype 7
Type
logistics f Loaisti First logistics fee
ogistics ogistics .
eeg - Feg String | Unit: RMB Yuan, accurate to Y 10
two decimal places.
isti First logistics payment type
logistics_p Logistics . g pay yp -
ayment Payment String | Refer to Chapter 11.5 “Logistics Y BUYER_PAY
Type Payment Type”
i GMT Time when logistics status is
I%r:t?rl]%gdﬁt Logistics Date Modified. g v 2010-12-15
- Status is ] o 18:42:12
y Modified Format: yyyy-MM-dd HH:mm:ss
buyer_acti | Buyer Strin Please refer to Chapter 11.6 v V\éﬁéLBSIé%gg
ons Actions 9 “Transaction Status” s -
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ESCROW PAYMENT API SPECIFICATION

E

RIS PEICIEES | IYpE Description Optional Example
er INETGE ength)
seller_acti Seller Strin Please refer to Chapter 11.6 v SEND_GOOD
ons Actions 9 “Transaction Status” S
Time when transaction is
gmt_creat GMT Date created. v 2008-10-22
e Create 20:49:31
Format: yyyy-MM-dd HH:mm:ss
Time when transaction is paid
gmt_paym | GMT Date by user. Y 2008-10-22
ent Payment 20:49:50
Format: yyyy-MM-dd HH:mm:ss
refund_st Refund Strin Please refer to Chapter 11.7 v WAIT_SELLER
atus Status 9 “Refund Status” _AGREE
Time when transaction is
gmt_refun GMT Date refunded Y 2098-_10—29
d Refund 19:38:25
Format: yyyy-MM-dd HH:mm:ss
receive_n Receiver’s String( . .
ame Name 128) Receiver Name. Y Ricky
receive_a Receiver’s String( S 5™ Avenue,
ddress Address 256) Receiver's Address. Y New York City
S A REEEETS =T Receiver’'s Post Code Y 123456
p Post Code 20) ’
receive Receiver's String(
P Phone g Receiver's Phone Number. Y 02161686888
hone 30)
Number
Receiver's
receive_m Mobile String Receiver's Mobile Phone Y 13800000000
obile Phone Number.
Number
5.3 Example

http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%

e7%ac%94&buyer email=zhoubo buyer%40alitest.com&buyer id=2088102010

217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt _logisti

cs_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-05+16%3A0

5%3A26&is success=T&is total fee adjust=Y&Ioqgistics fee=10.00&logistics p

ayment=BUYER PAY&loqistics type=POST&notify id=RgPnCoPT3K9%252Fv

wbh31%252BFiox8ptihzJoEocaWZbNBCD%252FU8bYsc57yanRUNEpX00RjhIXr
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http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-

ESCROW PAYMENT API SPECIFICATION IFE

f&notify time=2011-01-05+16%3A05%3A27&notify type=trade status sync&o
ut_trade no0=3519962296059456&payment_type=1&price=338.00&quantity=1&
receive_address=%e4%b8%8a%e6%hb5%b7%e6%99%ae%e9%99%80%e5%8
c%baXX%e8%b7%af&receive _mobile=18858194584&receive _name=%e5%bc
%a0%e4%b8%89&receive phone=57126888888&receive zip=310099&seller

actions=SEND_GOODS&seller_email=zhoubo _seller%40alitest.com&seller_id=
2088102010217433&subject=%e8%ae%a2%e5%8d%95%e7%bc%96%e5%8f
%b7%ef%bc%9a20110105154925&total fee=348.00&trade n0=201101050266
7642&trade _status=WAIT _SELLER SEND_ GOODS&use coupon=N&sign=b1l
8cl4fadbc76d2def8fa65c1ca82751&sign type=MD5

[ Notice:

This Example is for your referene only, Alipay gateway
is https://mapi.alipay.com/gateway.do

6 Asynchronous Response Parameters

Description

6.1 Definition

When Alipay finish processing partner's requests, it will notify partner system
initiatively by server with this data set. This set of data is the Asynchronous
Response Parameters.

6.2 List of Parameters

Figure 6-1 Asynchronous Response Parameters Description

Parame Paramet Type(len Optiona

Description I

Example

ter er Name gth)

Basic Parameters

Notify Time (Alipay showed

i i i time
notify_tim | Notify Date ) N 2008-10-23 13:17:39
e Time Format: yyyy-MM-dd
HH:mm:ss

notify_typ | Notify

e Type String Notify Type N trade_status_sync
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http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
http://www.test.com/alipay/return_url.php?body=2G%e5%bd%95%e9%9f%b3%e7%ac%94&buyer_email=zhoubo_buyer%40alitest.com&buyer_id=2088102010217422&discount=0.00&gmt_create=2011-01-05+16%3A04%3A22&gmt_logistics_modify=2011-01-05+16%3A04%3A30&gmt_payment=2011-01-
https://mapi.alipay.com/gateway.do

ESCROW PAYMENT API SPECIFICATION

E

Parame Paramet Type(len Description Optiona Example
ter er Name gth) I
RgPNCoPT3K9%2F
Alipay Notify ID, partner vwbh31%2BODmMZS
notify_id Notify ID | String may use this ID to verify the N 904qChHWPWbaS7
request is valid or not. UMBJpUnBJIzg42y9
A8gQIzUM3fOhG
. Sign . DSA, RSA or MD5, capital
sign_type Type String letter N MD5
. . . Refer to Chapter 8 7d314d22efbadf336f
sign Sign String “Signature Algorithm” N b18769779309d2
Business Parameters
trade_no | 1rade String(16) | IN€ unique trade number in N 2008102303210710
Number Alipay system
subject Subject String(256 Subjec_t s title, trade name, N Glove
) order title, order key name.
Unit: RMB Yuan. Value
price Price Number Range [0.01, N 10.00
100000000.00], accurate to
two decimal places.
guantity Quantity | Number Goods quantity. N 1
. At least one of seller_id, . .
sgller_em Selle_r String(100 seller_account_name and N alipay-testO1@alipay
ail Email ) . .com
seller_email must be set.
buyer_e Buygr String(100 Buyer Alipay Account N tstableO1@alipay.co
mail Email ) m
A unique partner ID to
identify a contracted Alipay
seller_id Seller ID | String(16) Account. N 2088002007018966
A 16 digit number starts with
2088
A unique buyer ID to identify
- a contracted Alipay
buyer_id IS‘yer String(16) | Account. N 2088002007018955
A 16 digit number starts with
2088
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Parame Paramet Type(len o
Description Example
ter er Name gth)
Alipay system makes the
total fee plus discount, when
) there is discount, the value
discount ?ISCOUH Number must be negative. 0.00
Unit: RMB Yuan, accurate
to two decimal places.
Default value is 0.
Total Amount of the
Total transaction, Unit: RMB
total_fee Fgea Number Yuan. Value Range [0.01, 100
100000000.00], accurate to
two decimal places.
The status of this
trade_sta | Trade String transaction. WAIT_SELLER_SE
tus Status Please refer to Chapter 11.6 ND_GOODS
“Transaction Status”
is_total_f I 113zl
ce adiust Fee String Is total fee adjusted N
—adl Adjust
use_cou Use . Whether coupon is used in
String : N
pon Coupon transaction
out trad Out A unique number to identify
e no Trade String(64) a transaction in partner 6843192280647118
— Number system
Detail description about a Gundam MKII
String(100 transaction, if there are undam '
body Body 0) 9 multiple items involved, Miniature
accumulate together into Bracelet
body.
Value range refer to
5 appendix Chapter 11.3
P! aymen String(4) “Payment Type” 1
_type t Type
Default Value: 1 (purchase
commaodity)
logisti Loaisti First logistics type
ogistics ogistic .
“type s Type String Refer to Chapter 11.4 POST
“Logistics Type”
. o First logistics fee
logistics Logistic Strin o 10
_fee s Fee 9 Unit: RMB_Yuan, accurate
to two decimal places.
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Parame
ter

Paramet
er Name

Type(len
gth)

Description

Optiona
I

Example

logistics Is_ogistic First logistics payment type
_payme | b men String Refer to Chapter 11.5 Y BUYER_PAY
nt t Type “Logistics Payment Type”
. GMT . Time when logistics status
gmt_logi Logistic is Modified.
stics_m s Status Date Y 2010-12-15 18:42:12
odify is Format: yyyy-MM-dd
Modified HH:mm:ss
buyer_a Buyer Strin Please refer to Chapter 11.6 v WAIT_SELLER_SE
ctions Actions 9 “Transaction Status” ND_GOODS
sgller_a Sel!er String flease refer to Chaeter 11.6 v SEND_GOODS
ctions Actions Transaction Status
Time when transaction is
created.
gmt_cre | GMT Date Y 2008-10-22 20:49:31
ate Create Format: yyyy-MM-dd
HH:mm:ss
e Time when transaction is
aid by user.
9MEpay | pavmen | Date —— Y 2008-10-22 20:49:50
ment t Format: yyyy-MM-dd
HH:mm:ss
refund_ Refund Strin Please refer to Chapter 11.7 v WAIT_SELLER_AG
status Status 9 “Refund Status” REE
Time when transaction is
refunded
CIELEE | (ST Date Y 2008-10-29 19:38:25
und Refund Format: yyyy-MM-dd
HH:mm:ss
receive Receive String(128
- | rs 9 Receiver Name. Y Ricky
name )
Name
. Receive . th
receive_ | .o String(256 Receivers Address. v 5 Ave_nue, New
address ) York City
Address
. Receive
receive_ r's Post String(20) Receiver’'s Post Code. Y 123456
zip
Code
Receive
recewe_ | rs String(30) | Receiver's Phone Number. Y 02161686888
phone Phone
Number
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Parame Paramet Type(len Optiona

Description I

Example

ter er Name gth)

Receive
. r's . .
receive_ . . Receiver's Mobile Phone
mobile Mobile String Number. Y 13800000000
Phone
Number
6.3 Example

http://www.test.com/alipay/notify url.php?discount=-3.00&loqistics type=EMS&r
eceive zip=200062&payment_type=1&subject=nokia+n8&logistics fee=10.00&t
rade _n0=2010123002662342&buyer _email=zhoubo buyer%40alitest.com&notif
y_type=trade status sync&gmt create=2010-12-30+11%3A34%3A40&quantity
=1&logistics_payment=BUYER PAY&out trade no=709651609727679&notify

time=2010-12-30+11%3A35%3A31&seller id=2088102010217433&body=nokia
+n8&trade status=WAIT SELLER SEND GOODS&is total fee adjust=N&gmt
payment=2010-12-30+11%3A35%3A31&total fee=3010.00&seller _email=zho
ubo_seller%40alitest.com&price=3003.00&buyer id=2088102010217422&recei
ve mobile=13816843057&gmt _logistics _modify=2010-12-30+11%3A34%3A40

&receive _phone=02161686888&notify id=8fd9bf041402c20669653e69b5cece3
404&receive_name=%CB%D5%CB%CC&use _coupon=N&sign_type=MD5&sig
n=b18cl4fadbc76d2def8fa65clca82751&receive address=%C9%CF%BA%A3
%C6%D5%CD%D3%C7%F8

[ Notice:

This Example is for your referene only, Alipay gateway
is https://mapi.alipay.com/gateway.do

7 Processing Response Data

7.1 Features of Website Synchronous Redirect Mode

(1) After successfully finish the payment, the buyer will see an Alipay
trade-sucess page, this page will stay for a few seconds and automatically
redirect to the page partner named. (return_url)
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http://www.test.com/alipay/notify_url.php?discount=-3.00&logistics_type=EMS&receive_zip=200062&payment_type=1&subject=nokia+n8&logistics_fee=10.00&trade_no=2010123002662342&buyer_email=zhoubo_buyer%40alitest.com&notify_type=trade_status_sync&gmt_create=2010-12-30+11%3A34%3A40&quantity=1&logistics_payment=BUYER_PAY&out_trade_no=709651609727679&notify_time=2010-12-30+11%3A35%3A31&seller_id=2088102010217433&body=nokia+n8&trade_status=WAIT_SELLER_SEND_GOODS&is_total_fee_adjust=N&gmt_payment=2010-12-30+11%3A35%3A31&total_fee=3010.00&seller_email=zhoubo_seller%40alitest.com&price=3003.00&buyer_id=2088102010217422&receive_mobile=13816843057&gmt_logistics_modify=2010-12-30+11%3A34%3A40&receive_phone=02161686888&notify_id=8fd9bf041402c20669653e69b5cece3404&receive_name=%CB%D5%CB%CC&use_coupon=N&sign_type=MD5&sign=b18c14fadbc76d2def8fa65c1ca82751&receive_address=%C9%CF%BA%A3%C6%D5%CD%D3%C7%F8
http://www.test.com/alipay/notify_url.php?discount=-3.00&logistics_type=EMS&receive_zip=200062&payment_type=1&subject=nokia+n8&logistics_fee=10.00&trade_no=2010123002662342&buyer_email=zhoubo_buyer%40alitest.com&notify_type=trade_status_sync&gmt_create=2010-12-30+11%3A34%3A40&quantity=1&logistics_payment=BUYER_PAY&out_trade_no=709651609727679&notify_time=2010-12-30+11%3A35%3A31&seller_id=2088102010217433&body=nokia+n8&trade_status=WAIT_SELLER_SEND_GOODS&is_total_fee_adjust=N&gmt_payment=2010-12-30+11%3A35%3A31&total_fee=3010.00&seller_email=zhoubo_seller%40alitest.com&price=3003.00&buyer_id=2088102010217422&receive_mobile=13816843057&gmt_logistics_modify=2010-12-30+11%3A34%3A40&receive_phone=02161686888&notify_id=8fd9bf041402c20669653e69b5cece3404&receive_name=%CB%D5%CB%CC&use_coupon=N&sign_type=MD5&sign=b18c14fadbc76d2def8fa65c1ca82751&receive_address=%C9%CF%BA%A3%C6%D5%CD%D3%C7%F8
http://www.test.com/alipay/notify_url.php?discount=-3.00&logistics_type=EMS&receive_zip=200062&payment_type=1&subject=nokia+n8&logistics_fee=10.00&trade_no=2010123002662342&buyer_email=zhoubo_buyer%40alitest.com&notify_type=trade_status_sync&gmt_create=2010-12-30+11%3A34%3A40&quantity=1&logistics_payment=BUYER_PAY&out_trade_no=709651609727679&notify_time=2010-12-30+11%3A35%3A31&seller_id=2088102010217433&body=nokia+n8&trade_status=WAIT_SELLER_SEND_GOODS&is_total_fee_adjust=N&gmt_payment=2010-12-30+11%3A35%3A31&total_fee=3010.00&seller_email=zhoubo_seller%40alitest.com&price=3003.00&buyer_id=2088102010217422&receive_mobile=13816843057&gmt_logistics_modify=2010-12-30+11%3A34%3A40&receive_phone=02161686888&notify_id=8fd9bf041402c20669653e69b5cece3404&receive_name=%CB%D5%CB%CC&use_coupon=N&sign_type=MD5&sign=b18c14fadbc76d2def8fa65c1ca82751&receive_address=%C9%CF%BA%A3%C6%D5%CD%D3%C7%F8
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(2)
3)
(4)
(5)
(6)

(7)

(8)

° Right:

Parameters in this page can be acquired with GET method, like
request.QueryString("out_trade_no"). $ GET['out_trade_no'].
Redirection only occurs once right after the buyer finished the payment.
In this mode, Alipay will not invoke partner page initiatively, rather using
redirecting function of programming to make the user page redirect to the
partner page.

Not only on sever, this mode can also be tested on local computer.
Return URL has a time limit, it would expire after one minute, which will
cause verification failure.

When partner is configuring return_url, it is wrong to add custom
parameters. For example

Wrong: http://www.alipay.com/alipay/return_url.php?xx=11

Right: http://www.alipay.com/alipay/return_url.php

Due to Alipay will try to validate the return_url, so do not set it on local host.
For instance:

Wrong:
http://localhost/alipay/return_url.php

http://localhost:80/alipay/return url.php

http://www.test.com/alipay/return _url.php

http://121.1.1.255/alipay/return _url.php

7.2 Features of Sever Asynchronous Response Mode

(1)

)

3

(4)

®)

(6)

(7)

Make sure the Notification Page (notify_url) is absolutely blank, without
space, html tag, or any error message threw from the program system.
Parameters in this page can be acquired with GET method, like
request.Form("out_trade_no"), $ POST['out_trade no'].

This response will be used, if Alipay initiatively notify.

Alipay will notify when there is a real transaction in Alipay system and the
status of that transaction has changed. (In direct payment service “Pending
for payment” does not trigger notification).

Interaction between servers, unlike interaction between websites which is
visible, is usually not displayable.

When the first time a transaction status is changed (in direct payment
service is when transaction finished), not only page would redirect to
partner website but also would Alipay notify partner system

After program is executed, the page must print “success” (without quote). If
not, Alipay server would keep re-sending notification, until over 24 hour 22
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(8)

(9)
(10)
(11)

(12)

minutes

Generally, there are 8 notifications within 25 hours (Frequency:
2m,10m,15m,1h,2h,6h,15h)

After program is executed, there would not be redirection operation on the
page, for Alipay would not recognize a “success” string, so it would be
regarded as an error, and Alipay system would keep sending notification.
cookies. session would be invalid on this page, which means these data
would not be captured.

The configuration and testing of this system must be on a server, via
internet

The main effect of this mood is to present transaction lost, so even
redirection failed, the order in partner system still update.

As long as the partner receives the sever asynchronous response and
prints “success”, the parameter notify_id would be invalid. It means when
Alipay send same asynchronous notification (include the re-sending
notifications because of no “success”), the parameter notify_id would not
change.

7.3 Notification Trigger Condition

Figure 7-1 Notification Trigger Condition

Trigger Condition Description Default Value
TRADE_FINISHED Transaction Finished true
TRADE_SUCCESS Payment Success true
WAIT_BUYER_PAY Transaction Created false
TRADE_CLOSED Transaction Closed false

[ Note:

Partners may apply to Alipay for confirguration to set in what circumstances to
trigger a notification.

7.4 Partner Business Process Cautions

When Alipay complete a transaction, it will return back to, and notify partner
website. Partner can acquire synchronous response data with GET method or
asynchronous response data with POST method, and validate it with partner’s
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business logic. Thus, partner need to determine whether the same operation has
been done before. Otherwise, partner has to take the risk of the lost.

8 Signature Algorithms

8.1 Generate Pre-sign string

8.1.1 Parameters to sign

In the list of request parameters, all of them need to be signed except sign.
sign_type . (in some case even sign_type also need to be signed)

In the list of response parameters, all of them need to be signed except sign.
sign_type.

8.1.2 Generate Pre-sign string

For following data set:

string[] parameters={
"'service=create_direct_pay_ by user",
"partner=2088101568338364",
" _input_charset=gbk",
“return_url= http://www.test.com/alipay/return_url_asp",
"out_trade_no=6741334835157966",
"subject=DUR&H iz,
“payment_type=1 **,
"seller_email=alipay-testOl@al ipay.com",
"total_fee=100"

3

Rearrange parameters in the data set alphabetically

And connect rearranged parameters with &:

_input_charset=gbk&out_trade no=6741334835157966&partner=2088101568338364
&payment_type=1&return_url=http://www.test.com/alipay/return_url._aspé&sell
er_email=alipay-testOl@al ipay.com&service=create_direct_pay by useré&subje

ct=JUrR &P izt&total_fee=100

This is the pre-sign string
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A Notice:

Notice:

Parameters without a value, can be excluded from sign;

Charset in sign must be consistent with the charset used previously

If _input_charset is passed, it also shall be signed.

According to HTTP protocol, special character like & @ needs to do URL
encoding, therefore the request receiver can get correct value. In this situation,
pre-sign string shall be the original value instead of encoded one. For
example: calling a particular APl need to sign the parameter email, the
pre-sign string shall be email=test@msn.com, rather than
email=test%40msn.com.

8.2 Signature Generation

8.2.1 MD5 Signature

Private Key is necessary for MD5 signature. The MD5 private key is the
32-byte string which is composed of English letters and numbers.
Partner can log on the Merchant Service Center (https://b.alipay.com) to
install the digital certificate and click “Trade Security Code” (“32 5 %4
KEHL*) in the menu of “Technical Service” (“HARK2%5™) to check the
private key.

+ Sign for request

After the partner receives the pre-sign string during requesting, the
private key should be appended to the pre-sign string to generate the
new string. Then this new string would be calculated with the MD5
signature algorithm by the MD5 signature function. Thus, the result
32-byte string is the signature result string. (the value is given to
parameter “sign”)

+ Signature Verification for response

After receiving the pre-sign string during responding from Alipay
system, the next step is the same as the procedure of Sign for
request. When the 32-byte signature result string is generated, it
should be verified whether the value is equal to the value of the
parameter “sign”. If equal, the verification would be passed.
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8.2.2 DSA, RSA Signature

Both private key and public key are necessary for DSA or RSA signature.
Both private key and public key are generated with OPENSSL by partner.
Partner and Alipay need to exchange their own public key. Therefore,
partner uses Alipay public key and partner private key.

+ Sign for request

After the partner receives the pre-sign string during requesting, the
partner private key and the pre-sign string are used in the RSA or
DSA signature algorithm by the RSA or DSA signature function to get
the result string. (the value is given to parameter “sign”)

+ Signature Verification for response

After receiving the pre-sign string during responding from Alipay
system, the Alipay public key, the pre-sign string and the parameter
“sign” are used in the RSA or DSA signature asymmetric algorithm
by the RSA or DSA signature function to accomplish the signature
verification.

9 How to Verify Alipay Request

e  Purpose

Validate a notification is from Alipay Server, ensure the authenticity of the
response data.

. Mechanism

Acquire the parameter notify ID (notify_id), assemble it into a URL according to
Alipay requirement, e.g.:

https://mapi.alipay.com/gateway.do?service=notify verify&partner=2088002396
712354&notify id=RgPnCoPT3K9%252Fvwbh31%252BFioE227%252BP{fNMI8|
wyZgMIiXQWxhOCmO5MQO%252FWd93rvCB%252BaiGqg

Through this request URL, partner can acquire result data from Alipay server
with the method of programming to simulate the http request interacting with
Alipay server.

If returned information is true, verification success, otherwise fail.
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10 Suggestions and Improvements

If you have any suggestions or complaints, please click on the following URL and
post them, we will try to improve this document w.r.t your feedback.

http://club.alipay.com/read.php?tid=8684674&fid=703

11 Appendix

11.1 Escrow Payment Error Code

Figure 11-1 Escrow Payment Error Code

ILLEGAL_PAYMENT_TYPE

ILLEGAL_FEE_PARAM

PRODUCT_NOT_EXIST

EXPARTNER_INFO_UNCORRECT

TRADE_DATA_MATCH_ERROR

LOGISTICS_CHOOSE_ERROR

ILLEGAL_REQUEST

SELLER_NOT_EXIST

SELLER_NOT_IN_SPECIFIED_SELLERS

SELF_TIMEOUT_NOT_SUPPORT

TRADE_BUYER_NOT_MATCH

TRADE_SELLER_NOT_MATCH

TOTAL_FEE_LESSEQUAL_ZERO

TOTAL_FEE_GREATER_THAN_MAX

EXTERFACE_INVOKE_CONTEXT_EXPIRED
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ILLEGAL_LOGISTICS_FORMAT

ILLEGAL_SIGN

ILLEGAL_DYN_MD5_KEY

ILLEGAL_ENCRYPT

ILLEGAL_ARGUMENT

ILLEGAL_SERVICE

ILLEGAL_USER

ILLEGAL_PARTNER

ILLEGAL_EXTERFACE

ILLEGAL_PARTNER_EXTERFACE

ILLEGAL_SECURITY_PROFILE

ILLEGAL_AGENT

ILLEGAL_SIGN_TYPE

HAS_NO_PRIVILEGE

ILLEGAL_REQUEST_REFERER

ILLEGAL_ANTI_PHISHING_KEY

ANTI_PHISHING_KEY_TIMEOUT

ILLEGAL_EXTER_INVOKE_IP

11.2 System Error Code

A Notice:

When System Error Code occurs, please contact technique support to solve the
problem.
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Figure 11-2 System Error Code

Error Code

ILLEGAL_SIGN

ILLEGAL_DYN_MD5_KEY

ILLEGAL_ENCRYPT

11.3 Payment Type

Figure 11-3 Payment Type

1 Goods Purchase

01 Pre-payment by Red Envelopes
02 Red Envelopes Payment

04 Send Goods automatically

11.4 Logistics Type

Figure 11-4 Logistics Type

Description
POST Post
EXPRESS Other Express Delivery
EMS EMS
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11.5 Logistics Payment Type

Figure 11-5 Logistics Payment Type

BUYER_PAY Buyer pay for logistics fee.
SELLER_PAY Seller pay for logistics fee.
BUYER_PAY_AFTER_RECEIVE COD, logistics fee shows but is not in total fee

11.6 Transaction Status

Figure 11-6 Transaction Status

Status Description
WAIT_BUYER_PAY Transaction awaits user payment
WAIT_SELLER_SEND_GOODS Transaction awaits seller sending goods.
WAIT_BUYER_CONFIRM_GOODS Transaction awaits buyer confirming goods.
TRADE_FINISHED Transaction is finished successfully.
TRADE_CLOSED lﬂizzilg;m )is closed during processing (finished, not

11.7 Refund Status

Figure 11-7 Refund Status

Status Description
WAIT_SELLER_AGREE Refund awaits seller confirm
SELLER_REFUSE_BUYER Seller refuses refund and awaits buyer modifying.

Both reach agreement, refund awaits buyer return

WAIT_BUYER_RETURN_GOODS goods.

WAIT_SELLER_CONFIRM_GOODS Refund awaits seller confirming goods.
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Status Description

REFUND_SUCCESS Refund success

REFUND_CLOSED Refund closed
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